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Security Declaration

Vulnerability

Huawei's regulations on product vulnerability management are subject to the Vul. Response Process. For
details about this process, visit the following web page:
https://www.huawei.com/en/psirt/vul-response-process

For vulnerability information, enterprise customers can visit the following web page:
https://securitybulletin.huawei.com/enterprise/en/security-advisory
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Solution Overview

Scenarios

This solution helps you quickly set up a remote secure O&M environment with
JumpServer on Huawei Cloud Elastic Cloud Servers (ECSs). It provides an efficient,
reliable, and secure way for enterprises to manage infrastructure and applications.
This solution can be used in sectors such as finance, manufacturing, service, and
Internet. It is suitable for a range of scenarios that require server security control.

Solution Architecture

You can use this solution to deploy a remote secure O&M environment with

JumpServer on Huawei Cloud ECSs, in just a few clicks. The following figure shows
the solution architecture.

Figure 1-1 Architecture
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This solution will:
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e Create a Linux ECS for installing JumpServer to set up a secure remote O&M
environment.

e C(Create an EIP and bind it to an ECS for Internet access.
e Create security groups with specified rules to control traffic to and from ECSs.

In addition, you can use Cloud Eye to monitor the ECS status and purchase Cloud
Backup and Recovery (CBR) to back up ECS data.

Advantages
e High security

This solution adopts a multi-layer security protection system with security
measures such as role-based access control, audit logs, and multi-factor
authentication to prevent malicious attacks and improper operations from
internal personnel.

e Effective management

This solution provides comprehensive management functions, covering user
management, asset management, account management, and permissions
management. These functions facilitate user management and monitoring,
ensuring system stability and reliability.

e Easy deployment

In just a few clicks, you can easily create ECSs and EIPs and install the
JumpServer bastion host system.

Constraints

e Before deploying this solution, register a HUAWEI ID, enable Huawei Cloud
services, and complete real-name authentication. If you select the yearly/
monthly billing mode, ensure that your account has sufficient balance. If you
do not have sufficient balance, you can go to the Billing Center to manually
pay for the order.

e If you want to use IAM agencies to deploy resources, ensure that your
HUAWEI ID has sufficient IAM permissions. For details, see (Optional)
Creating the rf_admin_trust Agency. If you use an account (HUAWEI ID) or
you use an IAM user in the admin user group, you do not need to select an
agency, and the solution will be deployed based on the permissions of the
login user.
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2 Resource Planning and Costs

Resource Planning and Costs

This solution will deploy the resources listed in the following table. The costs are
only estimates and may differ from the final prices. For details, see Huawei Cloud

Pricing.

Table 2-1 Resource planning and costs (yearly/monthly)

Huawei
Cloud
Service

Example Configuration

Estimated Monthly Cost

Elastic Cloud
Server (ECS)

e Region: AP-Singapore
e Billing Mode: Yearly/Monthly

e Type: x86 | General computing |
s6.xlarge.2 | 4vCPUs | 8GB

e Image: CentOS 7.9 64bit
e System Disk: High I/O | 100GB
e Quantity: 1

$76.93 USD

Elastic IP
(EIP)

e Pay-per-use: $0.12 USD/EIP/GB
e Region: AP-Singapore

e Billing Mode: Pay-per-use

e Product Type: Dedicated

e Routing Type: Dynamic BGP

e Billed By: Traffic

e EIP Quantity: 1

$0.12 USD/GB

Total

$76.93 USD + EIP price
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2 Resource Planning and Costs

Table 2-2 Resource planning and costs (pay-per-use)

Huawei
Cloud
Service

Example Configuration

Estimated Monthly Cost

Elastic Cloud
Server (ECS)

e Pay-per-use: $0.15 USD/ECS/
hour

e Region: AP-Singapore
e Billing Mode: Pay-per-use

e Type: x86 | General computing |
s6.xlarge.2 | 4vCPUs | 8GB

e Image: CentOS 7.6 64bit

e System Disk: High I/O | 100GB
e Required Duration: 1 month

e Quantity: 1

$100.80 USD

Elastic IP
(EIP)

e Pay-per-use: $0.12 USD/EIP/GB
e Region: AP-Singapore

e Billing Mode: Pay-per-use

e Product Type: Dedicated

e Routing Type: Dynamic BGP

e Billed By: Traffic

e EIP Quantity: 1

$0.12 USD/GB

Total

$100.80 USD + EIP price
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Procedure

3.1 Preparations

3.2 Quick Deployment
3.3 Getting Started

3.4 Quick Uninstallation

3.1 Preparations

(Optional) Creating the rf_admin_trust Agency

Step 1 Log in to the Huawei Cloud console, hover your mouse over the account name in
the upper right corner, and choose Identity and Access Management.

Figure 3-1 Huawei Cloud console

b

re @ Int-English
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Figure 3-2 Identity and Access Management

Step 2 Choose Agencies in the navigation pane and search for the rf_admin_trust
agency.

Figure 3-3 Agency list
Agencies @

e If the agency is found, skip the following steps.
e If the agency is not found, perform the following steps.
Step 3 Click Create Agency in the upper right corner of the page. On the displayed page,

set Agency Name to rf_admin_trust, Agency Type to Cloud service, Cloud
Service to RFS, and click Next.
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Figure 3-4 Creating an agency

Agencies | Create Agency

# Agency Mame rf_admin_frust

* Agency Type Account
Delegate another HUAWEI CLOUD account to perform operations on your resour

(®) Cloud service

[=]
[1+]
w

)elegate a cloud service to access your resources in other cloud services.

# Cloud Service RFS -
# Validity Period Unlimited -
Description
0/255
Next Cancel

Step 4 Search for Tenant Administrator, select it in the search results, and click Next.

Figure 3-5 Selecting a policy

@ selctpotcyroe
Assign selected permissions o f_admin_rust Create Polcy

Al poiciesioes « | [ Ansenices | | Tenant Asmistrator x Q

System-defined polcy

System-defined roe

Step 5 Select All resources and click OK.

Figure 3-6 Selecting the authorization scope

< Authorize Agency

-:i:- Select Policy/Role e Select Scope 3 ) Finish

0 The follewing are recommended scopes for the permissions you selecied. Select the desired scope requiring minimum authorization.

Scope

(@) Allresources

ers will be able to use all resources, including those in enlerprise projecis, region-specific projects, and global services under your account based on assigned permissions

Show More

Step 6 Check that the rf_admin_trust agency is displayed in the agency list.
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Figure 3-7 Agency list

Agencies @

--—-End

3.2 Quick Deployment

This section describes how to quickly deploy this solution.

Table 3-1 Parameter description

Paramete | Type Mandatory | Description Default
r Value
vpc_name | String Yes Virtual Private Cloud (VPC) remote-
name. This template uses a OM-
newly created VPC. The VPC environ
name must be unique. It can | ment-
contain 1 to 54 characters. with-
Only letters, digits, jumpser
underscores (_), hyphens (-), ver-
and periods (.) are allowed. demo
secgroup_ | String Yes Security group name. This remote-
name template uses a newly created | OM-
security group. For details environ
about how to configure a ment-
security group rule, see with-
(Optional) Modifying jumpser
Security Group Rules. It can | ver-
contain 1 to 64 characters. demo
Only letters, digits,
underscores (_), hyphens (-),
and periods (.) are allowed.
ecs_name | String Yes ECS name. It must be unique. | remote-
It can contain 1 to 60 OM-
characters. Only letters, digits, | environ
underscores (_), hyphens (-), ment-
and periods (.) are allowed. with-
jumpser
ver-
demo
ecs_flavor | String Yes ECS flavor. For more flavors, s6.xlarge
see A Summary List of x86 2
ECS Specifications.

Issue 1.0 (2024-04-22)
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Paramete
r

Type

Mandatory

Description

Default
Value

ecs_passw
ord

String

Yes

Initial password of an ECS. It
can contain 8 to 26 characters
and must include at least
three of the following
character types: uppercase
letters, lowercase letters,
digits, and the following
special characters (!@%$%N-_=
+[{O}:,./2~#*). For Windows
ECSs, the password cannot
contain the username, the
username spelled backwards,
or more than two consecutive
characters in the username.
The default administrator
account is root.

Left
blank

ecs_disk_si
ze

Number

Yes

ECS system disk size, in GB.
The default disk type is high
I/O. The disk size cannot be
decreased. Value range:
40-1,024

100

bandwidth
_Size

Number

Yes

EIP bandwidth size, in Mbit/s.
EIPs are billed by traffic. Value
range: 1-300

300

charging_
mode

String

Yes

Billing mode. It can be
prePaid (yearly/monthly) or
postPaid (pay-per-use).

postPaid

charging_u
nit

String

Yes

Unit of an ECS subscription
term. This parameter is only
mandatory if charging_mode
is set to prePaid. Value range:
month or year

month

charging_p
eriod

Number

Yes

ECS subscription term. This
parameter is only mandatory
if charging_mode is set to
prePaid.

Value range:

e 1-9 (charging_unit set to
month)

e 1-3 (charging_unit set to
year)

The default subscription term
is one month.

Issue 1.0 (2024-04-22)

Copyright © Huawei Technologies Co., Ltd.



solution
Building a Remote O&M Environment with
JumpServer 3 Procedure

Step 1 Access Huawei Cloud Quick-Start Guides and choose Building a Remote O&M
Environment with JumpServer. Click Deploy to switch to the Create Stack page.

Figure 3-8 Selecting a solution

Solution Architecture

You can use this solution to deploy a remote secure O&M environment with JumpServer on Huawei Cloud ECSs, in just a few clicks.

Building a Remote O&M Environment with
JumpServer

Version: 1.0.0

Last Updated: April 2024

Built By: Huawei Cloud

Time Required for Deployment: About 10 minutes
Time Required for Uninstallation: About 5 minutes

0 Estimated Cost ~
& J View Source Code ~

Securly group
— —_— View Deployment Guide
s <> —
— V=
\_J S J

Deploy

Step 2 On the Select Template page, select a template and click Next.

Figure 3-9 Selecting a template

@ seiectTempiste ® @) coni ®

wnpees [ oo

Tompate URL hitps:/documentation-samples-4 obs.ap-southeast

@ RS only usesthe data you upload or resource management. Your lempiate il not be encrypled. KIS and DEW are recommended for encrypton o sensiive varables. Curenty,the RFS console can automatcaty use KMS o encryptyour senstive variabls.

Step 3 On the Configure Parameters page, configure parameters based on Table 3-1,
and click Next.
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Figure 3-10 Configuring parameters

© cons s (@) conture stack (@ Contim contguratns

(V) Select Template

Configure Parameters

Q Encrypt esources based on the template requirements. (2
Paramets val L
ting 11054 cha
_9rou, g asecurty group rue, see the deployment.
name ing Iy lettrs, digts, underscores (), hyohens (), and periods () are allowed. The defa
s6.xarge 2 ting

ecs_password ® ting Inital passviord o an ECS. Aftr an ECS  password b folowing the nstructions i the deployment uide. I can contan 810 26 ¢
system_aisk size 100 number ECS system disk size, in GB. The defaut disk typ i high 110, The disk size cannot be decreased. The defaut vaue i 100. Value range: 40-1,024

Step 4 On the Configure Stack page, select rf_admin_trust from the Agency drop-down
list and click Next. This step is optional if you use an account (HUAWEI ID) or use
an |IAM user in the admin user group.

Figure 3-11 Configuring a stack

(@) selectTempiate

Auto-Rolback a ack is enabled, the stack automatically rolls back to the previous successful resource status when the operation fais. After the stackis create

Deletion Protection eletion protection prevents the stack from being deleted accidentall. You can modify it on the stack datails page

0 r®

Step 5 On the Confirm Configurations page, confirm the configurations and click Create
Execution Plan.
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Figure 3-12 Confirming configurations

(©) Select Tempiate () Configure Parameters

(©) Configure Stack

© Resifee

Template Info

Bulding-2-Remote-OM-Environment-wih-JumpServer Desc

Parameters £

Parameter Name Value Tvpe Description

voc_name femate-OM-environment it jumpserver-demo sting Virual Pivte Cloud (VPC) name. Thistemplete uses a newy créated VPC. The VC narme must be uniaue. I can contain 1 to 54 characters. Only leters, digts, undersc.
securty_group_name femate-OM-environment it jumpserver-demo sting ‘Secuty group name. This template uses a newy created seculy group. For details about how to configure a securty Group e, Se¢ the deployment guide. It can contain
ecs_name femate-ONt-environment it jumpserver-demo sting ECS name. It must be unique. It can contain 1 to 60 characters. Only lefters, ighs, underscores ), hyphens (-, and periods () are allowed. The defaut value s remote-
ecs_flavor s6.xarge 2 sting ECS flvor.For details, see the deployment guide. The default value s 56 Xarge 2 (4/CPUS | 8GIB)

ecspasswors e sting Inital password of &n ECS. Afer an ECS is created, eset the password by n in
system_ask_seze 100 number ECS system disk size, in GB. The default isk ype s high /0. Tne disk ize cannot be decreased. Tne defaut value is 100. Value range: 40-1,024

bandwidin_size 300 number EIP banawidth size, in Mbits. EIPs are biled by traffc. The default vaue Is 300, Value range: 1-300

cnarging_moce postPaid sting Biling mode. tcan be preFaid postP se) postPaid.

enarging_unit montn sting Unit of an ECS subscription term. This parameter i only mandatory f charging_mode is st o prePaid. The default value is month Value range: month or year

Estimated fee: You can oblain the estimated fee aftr creating an exacufion plan (fee of charge). Previous Create Execution Plan Directy Depioy Stack

Step 6 In the displayed Create Execution Plan dialog box, enter an execution plan name
and click OK.

Figure 3-13 Creating an execution plan

Create Execution Plan

lﬂl To preview your resource billing information, you can create an execufion plan.

# Execution Plan Name executionPlam_20240416_1633_uls0

Description

/255
£33

Step 7 Wait until the status of the execution plan changes to Available, and then click
Deploy in the Operation column. In the displayed dialog box, click Execute.

Figure 3-14 An execution plan created

¢ Building-a-Remote-OM.Envi ith
Delete Update Template/Paramet
Bascinformation  Resources  Oulpuis  Events  Template  Execution Plans
Execution Plan NameflD satus Estimated Price D Created Descrption Operation
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Figure 3-15 Confirming the execution plan

Execution Plan

Are you sure you want to execute the plan?
Execution Plan Name Status Created
executionPlan_20240416_150._. Available Apr 16, 2024 150536 GMT+. .
. After the plan is executed, the stack is updated accordingly, and resources in the

template are enabled, which may incur fees based on resource payment
requirements.

Step 8 (Optional) If you select the yearly/monthly billing mode and your account balance
is insufficient, log in to the Billing Center to manually pay for the order. You can
refer to Table 2-1 to see the total price.

Step 9 Wait until the deployment completes and click the Events tab to view details.

Figure 3-16 Resources created

tion complete after 1mGs [id=T94cf949-31bd-4412-  compute_instance
Ecs

Apr 16,2024 15:35:23 GMT+08:00 - Apply complete! Resources: & added, 0 changed, 0 destroyed.

Step 10 Refresh the page to view the JumpServer access description on the Outputs tab.

Figure 3-17 Access description

< Buildi

aaaaaaaaaaaaaaaaa

nnnnnnnnnnnnnnnn
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3.3 Getting Started

(Optional) Modifying Security Group Rules

A security group is a collection of access control rules to control traffic to and
from cloud resources, such as cloud servers, containers, and databases. Cloud
resources associated with the same security group have the same security
requirements and are mutually trusted within a VPC.

You can modify security group rules, for example, by adding, modifying, or
deleting a TCP port, as follows:

e Adding a security group rule: Add an inbound rule and enable a TCP port if
needed.

e Modifying a security group rule: Inappropriate security group settings may
introduce serious security risks. You can modify security group rules to
ensure the network security of your ECSs.

e Deleting a security group rule: If the source or destination IP address of an
inbound or outbound security group rule changes, or a port needs to be
disabled, you can delete the security group rule.

NOTICE

If default parameter settings are retained, the initial solution deployment
takes about 10 minutes. The time required for deployment varies depending
on factors such as ECS flavors and EIP bandwidth.

Step 1 Log in to JumpServer. Open the browser and enter the URL in step 10 in "Quick
Deploy.... The JumpServer login page is displayed. Enter the username and
password and click LOGIN. (The initial username and password are admin.)

Figure 3-18 Login page

& JumpServer

Login

admin

1 days auto login Forgot password?

LOGIN
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Step 2 Reset the password and access the management console. Follow the instructions
to enter and confirm the new password. Then, click Setting and use the new
password to access the JumpServer console.

Figure 3-19 Resetting the password

Reset password

New password®

IConfir m password™

Figure 3-20 JumpServer console

o

@ @ Engish v oAdmimstratnr v

S JumpServer

Dashboard

Real-time data User data Asset data
& users

Onine sessions Curent conecion users Numberof e sesions foday Usertota hesatota
o husas “ 0 0 0 1

Novw s weok: 1 & New this weoks 0 s

& A
® User/asset activity status

B Active users. m Actve asets
o m

Login acount today Active asset today
porton 100% porion 0
T T o e
Proportion of asset types
No gt
Session user ranking oy | Lastrg L SessinassetRanking g e
Ranking  Usemame Login count Ranking  Assetname Numberofvisi

Step 3 Access JumpServer documentation. Hover your mouse over the position marked in
the upper right corner and click Docs. The JumpServer documentation page is
displayed for you to learn more about JumpServer.

Figure 3-21 Viewing documentation

O B @ @ Engishv

@ Administrator

S JumpServer

----End
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3.4 Quick Uninstallation

Step 1 Log in to the RFS console. On the Stacks page, locate the resource stack you
created and click Delete in the Operation column.

Figure 3-22 Deleting a stack
RFS (] Stacks @ D Enern

Step 2 In the displayed Delete Stack dialog box, set When Deleted to Delete resource,
enter "Delete" and click OK.
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Figure 3-23 Confirming the deletion

Delete Stack

Are you sure you want to delete the stack and resources in the stack? Cannot be restored after
being deleted. Exercise caution when performing this operation.

Stack Name Status Created
Building-a-Remote-OM-Environm... Deployment ... Apr 16, 2024 15:05:36 GMT+08:00

Resources (2)

Cloud Product N... Physical Resource Name/ID Resource Status
F9
) remote-OM-environment-with-jumpserver-... )
Elastic Cloud Server Creation Complete
704 J2bel13 .
) ) remote-OM-environmeni-with-jumpserver-... )
Virtual Private Cloud Creation C let
irtual Private Clou 430436 \labaa? reation Complete
Virtual Private Cloud 06b992 13cf7b3 Creation Complete
Virtual Private Cloud 51649 2664 Creation Complete
Virtual Private Cloud 369 xfa989 Creation Complete
remote-OM-environment-with-jumpserver-...
Virtual Private Cloud Hame Creation Complete
0abe? 2877
-
When Deleted {Ej Delete resource Retain resource

Type Delete in the box below to continue.

Deletd

--—-End
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4 Appendix

Appendix

Terms

Concepts, cloud service introduction, and terms:

Elastic Cloud Server (ECS): ECS provides secure, scalable, on-demand compute
resources, enabling you to flexibly deploy applications and workloads.

Elastic IP (EIP): EIP enables your cloud resources to communicate with the
Internet using static public IP addresses and scalable bandwidth. EIPs can be
bound to or unbound from ECSs, BMSs, virtual IP addresses, load balancers,
and NAT gateways.

Virtual Private Cloud (VPC): A VPC is an isolated and private virtual network
environment. You can configure IP address segments, subnets, and security
groups, as well as assign elastic IP addresses and allocate bandwidth in a VPC.

Security group: A security group is a collection of access control rules for ECSs
that have the same security protection requirements and are mutually trusted
in a VPC. After you create a security group, you can create different access

rules for the security group to protect the ECSs that are added to that security

group.

Issue 1.0 (2024-04-22)
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5 Change History

Change History

Released on

Description

2024-04-16

This issue is the first official release.

Issue 1.0 (2024-04-22) Copyright © Huawei Technologies Co., Ltd.

19



	Contents
	1 Solution Overview
	2 Resource Planning and Costs
	3 Procedure
	3.1 Preparations
	3.2 Quick Deployment
	3.3 Getting Started
	3.4 Quick Uninstallation

	4 Appendix
	5 Change History

